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Overview

Forcare’s XDS Suite is a set of applications that implement the IHE XDS and XDS-I profiles. Part of this
implementation is the ability to route DICOM objects between different source and consumer
systems. If these systems are located in the same LAN, DICOM network connectivity is used for
communication.

Table 1 lists the supported SOP classes of the DICOM interface.

SOP Class Role
All storage classes SCU/SCP
Study Root Query/Retrieve Model - MOVE SCuU
Study Root Query/Retrieve Model - FIND SCuU
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The DCM 2 XDS Application Entity waits for a Remote Storage SCU to connect to its configured
presentation address. The Storage SCP AE will accept associations with Presentation Contexts for SOP
Classes of the Storage Service Classes.

DICOM Instances received in a Storage Request are recorded in a Key Object Selection document,
which is subsequently published to a configured IHE XDS Repository. The instances must remain
available at a configured Storage SCP AE for later retrieval.

The XDS 2 DCM Application Entity is triggered by an import action on one of its non-DICOM
interfaces. Upon this event a DICOM Key Object Selection instance is retrieved via HTTP GET, as
specified in the IHE XDS-I Integration Profile. This KOS instanced is processed for image references,
which need to be imported. The AE initiates an association to a remote Find SCP, grouped with a
remote Store SCP. A query is performed, using the Study Root Query/Retrieve ModgFINDSOP
Class, to check for the availability of the referenced images on the target AE. Then the AE initiates an
association to the grouped remote Store SCP. Each of the not-yet-available images are then retrieved
from a WADO server and streamed over the open association to the remote Store SCP.

The WADO Server Application Entity initiates an association to a Remote Move SCP when a WADO
import request is made on its WADO interface. As Move SCU, it will request instances to be moved to
its local Storage SCP, using the Study RobQuery/Retrieve Moda] MOVESOP Class.

The retrieved DICOM instances will be transferred to the WADO interface user (either without
conversion or after conversion into the JPEG image format).
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Where the DCM 2 XDS and XDS 2 DCM relate a single activity directly to a single DICOM service, the

WADO Server sequences two DICOM services.

Request instances for transfer via WADO A Receive instances for transfer via WADO:
When a WADO interface client requests WADO instances, the WADO Server Move SCU AE requests a
Remote Move SCP to store these instances to its own Storage SCP AE. Once the move completes and

the requested instances have been received by the Storage SCP AE, the instances are transferred

back to the WADO interface client, either as-is, or after being converted to JPEG.

This Application Entity provides Standard Conformance to the following SOP Classes:

SOP Class Name SOP Class UID Role
Computed Radiography Image Storage 1.2.840.10008.5.1.4.1.1.1 SCP
Digital X-Ray Image Storage - For Presentation 1.2.840.10008.5.1.4.1.1.1.1 SCP
Digital X-Ray Image Storage - For Processing 1.2.840.10008.5.1.4.1.1.1.1.1 SCP
Digital Mammography X-Ray Image Storage 1.2.840.10008.5.1.4.1.1.1.2 SCP
(Presentation)

Digital Mammography X-Ray Image Storage 1.2.840.10008.5.1.4.1.1.1.2.1 SCP
(Processing)

Digital Intra-oral X-Ray Image Storage (Presentation) 1.2.840.10008.5.1.4.1.1.1.3 SCP
Digital Intra-oral X-Ray Image Storage (Processing) 1.2.840.10008.5.1.4.1.1.1.3.1 SCP
CT Image Storage 1.2.840.10008.5.1.4.1.1.2 SCP
Ultrasound Multi-frame Image Storage 1.2.840.10008.5.1.4.1.1.3.1 SCP
MR Image Storage 1.2.840.10008.5.1.4.1.1.4 SCP
Enhanced MR Image Storage 1.2.840.10008.5.1.4.1.1.4.1 SCP
Ultrasound Image Storage 1.2.840.10008.5.1.4.1.1.6.1 SCP
Secondary Capture Image Storage 1.2.840.10008.5.1.4.1.1.7 SCP
Multi-frame Grayscale Byte SC Image Storage 1.2.840.10008.5.1.4.1.1.7.2 SCP
Multi-frame Grayscale Word SC Image Storage 1.2.840.10008.5.1.4.1.1.7.3 SCP
Multi-frame Color SC Image Storage 1.2.840.10008.5.1.4.1.1.7.4 SCP
X-Ray Angiographic Image Storage 1.2.840.10008.5.1.4.1.1.12.1 SCP
X-Ray Radio Fluoroscopic Image Storage 1.2.840.10008.5.1.4.1.1.12.2 SCP
Nuclear Medicine Image Storage 1.2.840.10008.5.1.4.1.1.20 SCP
Raw Data Storage 1.2.840.10008.5.1.4.1.1.66 SCP
VL Endoscopic Image Storage 1.2.840.10008.5.1.4.1.1.77.1.1 SCP
VL Microscopic Image Storage 1.2.840.10008.5.1.4.1.1.77.1.2 SCP
VL Slide-Coordinates Microscopic Image Storage 1.2.840.10008.5.1.4.1.1.77.1.3 SCP
VL Photographic Image Storage 1.2.840.10008.5.1.4.1.1.77.1.4 SCP
Positron Emission Tomography Image Storage 1.2.840.10008.5.1.4.1.1.128 SCP
RT Image Storage 1.2.840.10008.5.1.4.1.1.481.1 SCP
Grayscale Softcopy Presentation State Storage 1.2.840.10008.5.1.4.1.1.11.1 SCP
Basic Text SR 1.2.840.10008.5.1.4.1.1.88.11 SCP
Enhanced SR 1.2.840.10008.5.1.4.1.1.88.22 SCP
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Comprehensive SR

12-lead ECG Waveform Storage

Ambulatory ECG Waveform Storage

Basic Voice Audio Waveform Storage
Blending Softcopy Presentation State Storage SOP Class
Cardiac Electrophysiology Waveform Storage
Chest CAD SR

Color Softcopy Presentation State Storage SOP Class
Deformable Spatial Registration Storage
Encapsulated PDF Storage

Enhanced CT Image Storage

Enhanced XA Image Storage

Enhanced XRF Image Storage

General ECG Waveform Storage

Hanging Protocol Storage

Hemodynamic Waveform Storage

Key Object Selection Document
Mammography CAD SR

MR Spectroscopy Storage

Multiframe Single Bit Secondary Capture Image Storage
Ophthalmic Photography 8 Bit Image Storage
Ophthalmic Photography 16 Bit Image Storage
Procedure Log Storage

Pseudo Color Softcopy Presentation State Storage SOP
Class

Real World Value Mapping Storage

RT Beams Treatment Record Storage

RT Brachy Treatment Record Storage

RT Dose Storage

RT lon Plan Storage

RT lon Beams Treatment Record Storage

RT Plan Storage

RT Structure Set Storage

RT Treatment Summary Record Storage
Segmentation Storage

Spatial Fiducials Storage

Spatial Registration Storage

Stereometric Relationship Storage

Video Endoscopic Image Storage

Video Microscopic Image Storage

Video Photographic Image Storage

X-Ray Radiation Dose SR

Nuclear Medicine Image Storage Retired
Standalone Overlay Storage Retired
Standalone Curve Storage Retired

Standalone Modality LUT Storage Retired
Standalone PET Curve Storage Retired
Standalone VOI LUT Storage Retired
Ultrasound Image Storage Retired

Ultrasound Multiframe Image Storage Retired
VL Image Storage Retired

1.2.840.10008.5.1.4.1.1.88.33
1.2.840.10008.5.1.4.1.1.9.1.1
1.2.840.10008.5.1.4.1.1.9.1.3
1.2.840.10008.5.1.4.1.1.9.4.1
1.2.840.10008.5.1.4.1.1.11.4
1.2.840.10008.5.1.4.1.1.9.3.1
1.2.840.10008.5.1.4.1.1.88.65
1.2.840.10008.5.1.4.1.1.11.2
1.2.840.10008.5.1.4.1.1.66.3
1.2.840.10008.5.1.4.1.1.104.1
1.2.840.10008.5.1.4.1.1.2.1
1.2.840.10008.5.1.4.1.1.12.1.1
1.2.840.10008.5.1.4.1.1.12.2.1
1.2.840.10008.5.1.4.1.1.9.1.2
1.2.840.10008.5.1.4.38.1
1.2.840.10008.5.1.4.1.1.9.2.1
1.2.840.10008.5.1.4.1.1.88.59
1.2.840.10008.5.1.4.1.1.88.50
1.2.840.10008.5.1.4.1.1.4.2
1.2.840.10008.5.1.4.1.1.7.1
1.2.840.10008.5.1.4.1.1.77.1.5.1
1.2.840.10008.5.1.4.1.1.77.1.5.2
1.2.840.10008.5.1.4.1.1.88.40
1.2.840.10008.5.1.4.1.1.11.3

1.2.840.10008.5.1.4.1.1.67
1.2.840.10008.5.1.4.1.1.481.4
1.2.840.10008.5.1.4.1.1.481.6
1.2.840.10008.5.1.4.1.1.481.2
1.2.840.10008.5.1.4.1.1.481.8
1.2.840.10008.5.1.4.1.1.481.9
1.2.840.10008.5.1.4.1.1.481.5
1.2.840.10008.5.1.4.1.1.481.3
1.2.840.10008.5.1.4.1.1.481.7
1.2.840.10008.5.1.4.1.1.66.4
1.2.840.10008.5.1.4.1.1.66.2
1.2.840.10008.5.1.4.1.1.66.1
1.2.840.10008.5.1.4.1.1.77.1.5.3
1.2.840.10008.5.1.4.1.1.77.1.1.1
1.2.840.10008.5.1.4.1.1.77.1.2.1
1.2.840.10008.5.1.4.1.1.77.1.4.1
1.2.840.10008.5.1.4.1.1.88.67
1.2.840.10008.5.1.4.1.1.5
1.2.840.10008.5.1.4.1.1.8
1.2.840.10008.5.1.4.1.1.9
1.2.840.10008.5.1.4.1.1.10
1.2.840.10008.5.1.4.1.1.129
1.2.840.10008.5.1.4.1.1.11
1.2.840.10008.5.1.4.1.1.6
1.2.840.10008.5.1.4.1.1.3
1.2.840.10008.5.1.4.1.1.77.1

SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP

SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
SCP
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VL Multiframe Image Storage Retired 1.2.840.10008.5.1.4.1.1.77.2 SCP
X-Ray Angiographic Bi Plane Image Storage Retired 1.2.840.10008.5.1.4.1.1.12.3 SCP

1.2.1.2.1. General

The Application Context Name supported by this AE is conformant with DICOM 3.0, and has the value
1.2.840.10008.3.1.1.1.

1.2.1.2.2. Number of Associations

The DCM 2 XDS AE supports multiple associations. This is only as an SCP, since it does not have the
role of SCU. The number of associations can be limited.

1.2.1.2.3. Asynchronous Nature
The DCM 2 XDS AE does not support asynchronous transactions.
1.2.1.2.4. Implementation Identifying Information

The DCM 2 XDS AE uses the Dcm4Che implementation. The following identifying information is
communicated:

Implementation Class UID 1.2.40.0.13.1.1
Implementation Version Name dcmdche-2.0

The DCM 2 XDS AE will not initiate associations.

1.2.1.2.1. Activity z Publish received instances
1.2.1.2.1.1Description and sequencing of activities

A Remote Application Entity sends instances to DCM 2 XDS to be published as described in the IHE
XDS-I Integration Profile.

1.2.1.2.1.2AcceptedPresentation Contexts

Abstract Syntax Transfer Syntax Role  Extended
Name uiD Name uiD Negotiation
Supported SOP Classes are described Supported Transfer Syntaxes are SCP  None
in Table 2 described in Table 5
Transfer Syntax Name uiD
Implicit VR Little Endian 1.2.840.10008.1.2

©2008 FORCARE B.V. -
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Transfer Syntax Name uiD

Explicit VR Little Endian 1.2.840.10008.1.2.1

Explicit VR Big Endian 1.2.840.10008.1.2.2

1.2.1.2.1.1SOP Specific Conformance for SOP Classes

The DCM 2 XDS AE does not retain any stored data after processing has completed. Instead it will
only capture a number of element values (such as UIDs) such that is possible to retrieve the instances
at a later time via the IHE XDS-I Integration Profile. The DCM 2 XDS AE is a Level O (Local) conformant
Storage SCP.

The AE may return the following C-STORE responses situations:

Service Further Error Behavior
Status Meaning Code
Success Success 0x0000 The Composite SOP Instance was successfully received,
verified and processed.
Error Processing 0x0110 The instance could not be processed due to an application
Failure error. Amongst other the instance may not have been

published successfully.

This Application Entity provides Standard Conformance to the following SOP Classes:

SOP Class Name SOP Class UID Role
All Storage SOP Classes Refer to Table 2 SCuU
Study Root Q/R Information Model — FIND 1.2.840.10008.5.1.4.1.2.2.1 SCU

1.2.2.2.1. General
Same as the DCM 2 XDS AE; refer to section 1.2.1.2.1.
1.2.2.2.2. Number of Associations

The XDS 2 DCM AE supports multiple associations as an SCU. One find association and one store
association will be initiated per user import action. The AE will not accept incoming associations,
since it’s not an SCP.

1.2.2.2.3. Asynchronous Nature
The XDS 2 DCM AE does not support asynchronous transactions.
1.2.2.2.4. Implementation Identifying Information

Same as the DCM 2 XDS AE; refer to section 1.2.1.2.4.

©2008 FORCARE B.V. -
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1.2.2.3.1. Activity Z Determine availability of instances in local PACS
1.2.2.3.1.1Description and Sequencing of Activities

Upon a user import action, the XDS 2 DCM AE will retrieve a DICOM Key Object Selection instance via
HTTP GET, as specified in the IHE XDS-I Integration Profile. This KOS instance will be processed for
instance references with accompanying “Retrieve AE Title” elements (0008, 0054). An association will
be established as a C-FIND SCU with the configured import destination AE (acting as the C-FIND SCP).
A single query will be performed to determine the availability of each of the referenced images on
the import destination. The association will be closed upon completion of the query. This activity is
always followed by ‘Activity — Import not-yet-available instances into local PACS'.

1.2.2.3.1.2Proposed Presentation Contexts

Abstract Syntax Transfer Syntax Role Extended
Name uiD Name uiD Negotiation
Study Root Q/R  1.2.840.10008.5.1.4.1.2.2.1 Supported Transfer Syntaxes SCU None
Information are described in Table 5
Model - FIND

1.2.2.3.1.3SOP Specific Conformance Statement

Standard conformance is provided.

1.2.2.3.2. Activity Z Import not-yet-available instances into local PACS
1.2.2.3.2.1Description and Sequencing of Activities

This action is always preceded by ‘Activity — Determine availability of instances in local PACS’. After
the availability of instances in the local PACS has been determined, an association will be established
as a C-STORE SCU with the import destination AE (acting as the C-STORE SCP). For each of the not-
yet-available images a WADO request will be performed based on the “Retrieve AE Title” and the
response will be streamed as a C-STORE request over the open association. Upon completion of the
import, the association will be closed.

1.2.2.3.2.2Proposed Presentation Contexts

Abstract Syntax Transfer Syntax Role Extended
Name uiD Name uiD Negotiation
Supported SOP Classes are Supported Transfer Syntaxes are SCU None
described in Table 2 described in Table 5

1.2.2.3.2.3SOP Specificonformance Statement

Standard conformance is provided.

©2008 FORCARE B.V. -
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The XDS 2 DCM AE will not accept associations.

This Application Entity provides Standard Conformance for the following SOP Classes:

SOP Class Name SOP Class UID Role
All Storage SOP Classes Refer to Table 2 SCP
Study Root Q/R Information Model - MOVE 1.2.840.10008.5.1.4.1.2.2.2 SCU

1.2.3.2.1. General
Same as the DCM 2 XDS AE; refer to section 1.2.1.2.1.
1.2.3.2.2. Number of Associations

The WADO Server AE supports multiple associations as a Move SCU. A single association will be
initiated to the remote Move SCP, which will be reused for different move requests. If an error occurs
the association will be rebuilt. As Storage SCP it will accept multiple connections.

1.2.3.2.3. Asynchronous Nature
The WADO Server AE does not support asynchronous transactions.
1.2.3.2.4. Implementation Identifying Information

Same as the DCM 2 XDS AE; refer to section 1.2.1.2.4.

1.2.3.3.1. Activity Z Request Instances for Transfer via WADO
1.2.3.3.1.1Description and Sequencing of Activities

Upon a WADO client request, the WADO Server AE will initiate an association for a subsequent C-
MOVE request. It will request from the remote Move SCP to store an instance to the local Storage
SCP on the WADO Server. The specific instance to be retrieved will be specified by the WADO client
request. This has typically been obtained from a KOS instance stored in an XDS repository, as
specified by the IHE XDS-I Integration Profile.

1.2.3.3.1.2Proposed Presentation Contexts

Abstract Syntax Transfer Syntax Role Extended
Name uiD Name uiD Negotiation
Study Root Q/R 1.2.840.10008.5.1.4.1.2.2.2 Supported Transfer SCU None

©2008 FORCARE B.V. -
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Information Syntaxes are described in

Model — MOVE Table 5

1.2.3.3.1.3SOP Specific Conformance Statement

Standard conformance is provided.

1.2.3.4.1. Activity - Receive Instances for Transfer via WADO
1.2.3.4.1.1Description and Sequencing éictivities

The Storage SCP of the WADO Server AE will accept associations from remote Storage SCUs for which
its local Move SCU has previously made a request. The instances will be matched to a WADO client
request and transferred to the WADO client.

1.2.3.4.1.2Accepted Presentation Contexts

Abstract Syntax Transfer Syntax Role  Extended
Name uiD Name uiD Negotiation
Supported SOP Classes are described Supported Transfer Syntaxes are SCP  None
in Table 2 described in Table 5

1.2.3.4.1.3SOP Specific Conformance for SOP Classes

The WADO Server AE does not retain any stored data after transfer to the WADO client has
completed. The WADO Server AE is a Level 0 (Local) conformant Storage SCP.

The AE may return the following C-STORE responses situations:

Service Further Error Behavior
Status Meaning Code
Success Success 0x0000 The Composite SOP Instance was successfully received,
verified and processed.
Error Processing 0x0110 The instance could not be processed due to an application
Failure error. Amongst other the instance may not have been

published successfully.

All AEs implement the DICOM Upper Layer Protocol for TCP/IP, as defined in DICOM PS 3.8. Most, if
not all, physical network interfaces are supported by virtue of using the Java Runtime Environment
(JRE) for TCP/IP communication. Any physical network interface supported by the JRE or its
underlying operating system is supported.

©2008 FORCARE B.V. -
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The different AEs support configuration of their AE titles, along with their TCP/IP ports. Table 1413
lists the default configuration for the different AEs.

Application Entity Default AE Title Default TCP/IP port
DCM 2 XDS FC_D2X 8104

XDS 2 DCM FC_X2D N/A

WADO Server FC_WADO 8104

Any remote AEs that communication is established with needs to be configured in the respective
application.

At least the following attributes are required:
e TCP/IP hostname or IP address
e TCP/IP port number
e AE title

Currently no parameters besides the network configuration are available.

©2008 FORCARE B.V. -
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2. Media Interchange

DICOM Media Interchange is not supported by the Forcare XDS Suite.

©2008 FORCARE B.V. = WWW.FORCARE.NL
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3. Support of Character Sets

The DCM 2 XDS Application Entity reads data from the sent instances to construct XDS metadata and
a DICOM KOS obiject. It supports the Character Sets listed in Table 15 below.

DICOM Character Set Name IANA/Java Character Set Name

US-ASCII
GB18030 GB18030
ISO 2022 IR 100 1SO-8859-1
ISO 2022 IR 101 1SO-8859-2
ISO 2022 IR 109 1SO-8859-3
1SO 2022 IR 110 1SO-8859-4
1SO 2022 IR 126 1SO-8859-7
1SO 2022 IR 127 ISO-8859-6
1SO 2022 IR 13 JIS_X0201
ISO 2022 IR 138 1SO-8859-8
ISO 2022 IR 144 ISO-8859-5
ISO 2022 IR 148 1SO-8859-9
ISO 2022 IR 149 cp949
ISO 2022 IR 159 1150212
ISO 2022 IR 166 TIS-620
ISO 2022 IR 6 US-ASCII
ISO 2022 IR 87 110208
ISO_IR 100 1SO-8859-1
ISO_IR 101 ISO-8859-2
ISO_IR 109 1SO-8859-3
ISO_IR 110 ISO-8859-4
ISO_IR 126 1SO-8859-7
ISO_IR 127 ISO-8859-6
ISO_IR 13 JIS_X0201
ISO_IR 138 ISO-8859-8
ISO_IR 144 ISO-8859-5
ISO_IR 148 ISO-8859-9
ISO_IR 166 TIS-620
ISO_IR 192 UTF-8

For creation of DICOM KOS objects, the character set is configurable from the table above.
Alternatively, one can use the character set specified in the source DICOM data.
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4. Security

The Forcare XDS Suite is expected to run in a controlled security environment.

The applications in the Forcare XDS Suite can be configured to use the Basic TLS Secure Transport
Connection Profile. For use of that profile, security certificates are required to be configured.

The Forcare XDS Suite does not currently conform to the Digital Signatures Security Profile.

The applications in the Forcare XDS Suite accept/initiate associations from/with any Remote AEs.
TCP/IP address validation is not performed and is expected to be controlled by either the Basic TLS
Secure Transport Connection Profile or by other network means.

This means the applications must run in a controlled network environment. Network access, and thus
application interface access is expected to be controlled outside of the applications.

All DICOM communication is triggered by network interface events. As such, application level
security is provided by the remote applications. Security of the administration/configuration at the
application level should be provided by the underlying operating system.
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5. WADO (Web Access to DICOM Objects)

The WADO Server Application Entity supports the parameters listed in Table 16. All other parameters

generate an HTTP error (400 Bad Request).

Name S/E*  Comments

requestType S Shall be set to WADO.

studyUlD S The requested Study Instance UID of the object to be retrieved.

seriesUID S The requested Series Instance UID of the object to be retrieved.

objectUID S The requested SOP Instance UID of the object to be retrieved.

contentType S Can be set to application/dicom for full-fidelity DICOM; for image display,
set to image/jpeg for JPEG rendering or video/x-flv for Adobe Flash™.

rows S The maximum number of target rows; only valid for still image or video
retrieves. When specified together with columns, the actual number of
rows returned depends on the aspect ratio of the image rendered.

columns S The maximum number of target columns; only valid for still image or video
retrieves. When specified together with rows, the actual number of rows
returned depends on the aspect ratio of the image rendered.

quality S For still images: the JPEG quality for compression.

bitRate E For videos: the bit rate for compression.

frameNumber S For still images: the frame number of convert to JPEG.

region S For still images: the region of the image to convert to JPEG. Videos always
use the entire frame.

transferSyntax S Accepted but ignored, since the only transfer syntax supported is Explicit

Little Endian.

S/E*: Standard (specified in DICOM PS 3.18) or Vendor Extension.
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6. Annexes

No private / vendor-specific IODs are used.
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